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Welcome

Welcome to F5’s SSL Orchestration Training series. The intended audience for these labs are security
engineers that would like to leverage the SSL Orchestration tools offered by the F5 platform and gain
regulatory visibility into the encrypted traffic on their networks. If you require a pre-built lab environment,
please contact your F5 account team and they can provide access to environments on an as-needed basis.

The content contained here adheres to a DevOps methodology and automation pipeline. All content con-
tained here is sourced from the following GitHub repository:

https://github.com/f5devcentral/f5-agility-labs-sslviz
Bugs and Requests for enhancements are handled in two ways:
» Fork the Github Repo, fix or enhance as required, and submit a Pull Request
— https://help.github.com/articles/creating-a-pull-request-from-a-fork/

» Open an Issue within the repository.



https://github.com/f5devcentral/f5-agility-labs-sslviz
https://help.github.com/articles/creating-a-pull-request-from-a-fork/
https://github.com/f5devcentral/f5-agility-labs-sslviz/issues/




Class 1: SSL Orchestration

F5 SSL Orchestrator provides high-performance decryption of inbound and outbound SSL/TLS traffic, en-
abling security inspection to expose threats and stop attacks. Dynamic service chaining and policy-based
traffic steering allow organizations to intelligently manage encrypted traffic flows across the entire security
chain with optimal availability.

SSL Orchestrator ensures encrypted traffic can be decrypted, inspected by security controls, then re-
encrypted, delivering enhanced visibility to mitigate threats traversing the network. As a result, organiza-
tions maximize their security services investment for malware, data loss prevention (DLP), ransomware, and
next-generation firewalls (NGFW), thereby preventing inbound and outbound threats, including exploitation,
callback, and data exfiltration.

This class covers the following topics:
+ SSLO Deployment Settings
» Security Services Creation
» Classification and Interception Rules
+ Outbound and Inbound Use cases
Expected time to complete: 4 hours

To continue please review the information about the Lab Environment.




2.1 Lab Topology
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The credentials used to access the resources are:
Environment Username Password
Window(s) RDP student agility
Ubuntu(s) student agility
BIG-IP SSH root F5agility!2
BIG-IP GUI admin F5agility!2
And the networking information is as follows:

VLAN Interface (tag) Self-IP
client-net 1.1 10.20.0.100
HTTP_in 1.3 (110) SSLO managed
HTTP_out 1.3 (120) SSLO managed
ICAP admin 10.70.0.10
L2 in 1.6 SSLO managed
L2 _out 1.7 SSLO managed
L3_in 1.3 (50) SSLO managed
L3 out 1.3 (60) SSLO managed
Tap 14 SSLO managed
outbound-net 1.2 10.30.0.100




2.2 Module 1: Outbound SSLO
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In this module we will learn the basic concepts required to deploy Outbound SSLO. Additionally, we will
walk through creating services and interception rules. It’'s important to note that this module will focus on
demonstrating an Outbound SSLO.
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We will be following the workflow in the following diagram for the SSLO configuration:
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2.2.1 Lab 1.1: Deployment Settings

Task 1 - Create Outbound SSLO Deployment

In this lab, we will explore the settings required to deploy Outbound SSLO. First, we will cover the General
Properties of the deployment. We will then configure the Egress, DNS, and Logging settings.

Note: This guide may require you to Copy/Paste information from the guide to your jumphost. To make
this easier you can open a copy of the guide by using the Lab Guide bookmark in Firefox.

1. Open Firefox and navigate to the following bookmark: 5 BIG-IP. Bypass any SSL errors that appear
and ensure you see the login screen for each bookmark:




/ (&) BIG-IP® - bigip40.f5demol... x\+

= @  https://10100.110/tmuifloginjsp

| Regular Tests | | Malware Tests iﬁ‘ 5 BIG-IP

Warning: We are using a self-signed certificate in this lab. In your environment you must make sure
that you use certificates issued by your certificate authority for both production and lab equipment. Not
doing so would make it possible for an attacker to do a man-in-the-middle attack and allow him the ability

to steal passwords and tokens.

2. Authenticate to the interface using the default credentials as defined in the lab topology.

3. Navigate to SSL Orchestrator — Deployment — Deployment Settings and click:

SSL Orchestrator »» Depl

7y ~ Deployment Setting

My Network

@ ONS Clie
% SSL Orchestrator

w
Depomen seunss
S5L Management Interception Rules

Services

Policies
4. In General Properties change the Deployment Name to sslo_agility lab

General Properties

I Deployment Name =slo_agility_lab
Description S5L Orchestrator
Strict Update
Deployed Metwork m
IP Family Pvd

5. In the Egress Configuration section set the following:
(a) Manage SNAT Settings — Auto Map
(b) Gateways —> Specific gateways
(c) Add IPv4 gateway address 10.30.0.1
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Egress Configuration

Manage SMNAT Settings | Auto Map :
Gateways I Specific gateways E
IPv4 Qutbound Gateway Ratio IPv4 gateway address
1 +] 10.30.0.1 ()

6. Leave the DNS settings at their defaults.

7. Change Logging level — Debug

Logaging Configuration

Logging Level

I Debug :

Note: The Debug log level should not be used in production unless recommended by 5 Support.

This completes the Deployment Settings setup. When your screen looks like the following, click Finished':

General Properties

Deployment Name sslo_agility_lab

Description SSL Orchestrator

Strict Update

Deployed Network L3 Network ;

IP Family IPvd :
Egress Configuration

Manage SNAT Settings Auto Map

Gateways Specific gateway's : |

IPv4 Outbound Gateway Ratio IPv4 gateway address

1 =l 10.30.0.1 E]

DNS

DNS Query Resolution | Internet authoritative Name Server E

Local Forwarding Nameserver(s)

Local/Private Forward Zones Forward Zones: Nameservers:

()
Add

DNSSec Validation B
Logging Configuration
‘ Logging Level ‘ Debug : |




Note: The Strict Updates option protects against accidental changes to an application service’s configura-
tion. The Strict Updates setting is checked by default.

Unless you have a specific reason to turn off strict updates, F5 recommends that you leave the setting
enabled.

2.2.2 Lab 1.2: HTTP Service

Task 1 - Create SSLO HTTP Service

A service is a collection of security devices that will receive decrypted traffic from the SSLO solution. In this
section, the HTTP Service will be created. An HTTP Service would typically be a Secure Web Proxy. The
proxy could explicit or transparent.

1. Login to the BIG-IP with Firefox
2. Navigate to SSL Orchestrator — Deployment — Deployment Settings and click:

SSL Orchestrator »» Deple

I +~ Deployment Setting

My Network

@ DNS Clie

& SSL Orchestrator

Deployment » | Deployment Settings i

33L Management Interception Rules

sSenvices

Policies

3. On the menu across the top of the main window pane, navigate to Services — HTTP Services and
click:
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4. Click Create on the far right:

SSL Orchestrator » D

Deployment Settings

Client

yment : Deployment Setti

. olicie Interception Rules

HTTP Senvices
ICAP Services
L2 Services

L3 Services

Biglp
TAP Services
INNEL . A— Y
5 e e

Decrypted

Decrypted
a Traffic

Traffic
Request Data

TAP Services ICAPServices  HTTP Services L2 Services L3 Services

Servers

13



General Properties

IName

ssloS_HTTP_service

Description
Strict Update
IP Famity IPv4 only :
Service Definition
Auto Manage
Proxy Type Explicit :
To Service 198.19.96.7/25 Create New
VLAN [ ssloN_HTTP_in.app/ssioN_HTTF_in  [»| [Creste New..
Node IP Address Port
198.19.96.66 3128
3128 Add
From Service 198.19.96.245/25 Create New
VLAN issioN_HTTF outapp/ssioN HTTF out|w | [Create New... |
Service Down Action Ignore :
Authentication Offload D
Resources
Rules Selected Available
Filter /Common/
A /Commaon/
No available items * :’{:ammm':
/Common/
/Common/
fCommon/
- iCommon/
iCommaon/
[ Cancel ] [ Finished]
5. Enter the following information:
Property Value
Name ssloS_HTTP_service
Proxy Type Explicit
To Service VLAN ssloN_HTTP_in.app/ssloN_HTTP_in

Node — IP Address

198.19.96.66 (click Add)

From Service VLAN

ssloN_HTTP_out.app/ssloN_HTTP_out

14




Note: For To Service VLAN and From Service VLAN, use the drop-down menu to select the correct
value.

6. Once your settings look like the following screenshot, click Finish:

General Properties

I Name ssloS_HTTP_service
Description
Strict Update
IP Famity IPv4 only :
Service Definition
Auto Manage
Proxy Type Explicit
To Service 158.19.96.7/25 | . Create New
VLAN | ssloN_HTTP_in.app/ssloN_HTTF_in IZI Create Mew...
Node IP Address Port
158.19.96.66 2128
3128 Add
From Service 198.19.96 24525 | ., Create Ne
VLAN fzsloN_HTTP ocut.app/zsioN_HTTF out | o | [ Create New... |
Service Down Action Ignore :
Authentication Offload D
Resources
iRules Selected Available
Filter iCommon/
& /Commaon/
No avalable items ’ /Common/
/Common/
/Common/
i fCommon/
/Comman/
ICommaon/
I e e | /

[ Cancel ] [ Finished]
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2.2.3 Lab 1.3: ICAP Service

Task 1 - Create SSLO ICAP Service

A Service is a collection of security devices that will receive decrypted traffic from the SSLO solution. In this
section, an ICAP Service will be created. An ICAP Service would typically be an Anti-Virus or DLP solution.
It is important to have the correct Request and Response URls for the solution and the appropriate Preview
Max Length.

1. Login to the BIG-IP with Firefox
2. Navigate to SSL Orchestrator — Deployment — Deployment Settings and click:

SSL Orchestrator :» Deple

i +~ Deployment Setting

My Network

@ DNS Clie

@ SSL Orchestrator

535L Management Interception Rules

sSenvices

Policies

3. On the menu across the top of the main window pane, navigate to Services — ICAP Services and
click:

SSL Orchestrator » Services

Services

HTTP Services

ICAP Services

Deployment Settings | SSI

-

L2 Services

[ ’ Siica | Mags L3 Services dSencell

" & ssloS HTTP service TAP Services 198.19.2.100

4. Click Create on the far right
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SSL Orchestrator »

ICAP Services

[ strictne.... |name |Headers | Oneconnect | Request Response Service Down Action |

No records to display

5. Enter the following values:

Property Value

Name ssloS_ICAP_service

ICAP Devices —> IP Address 10.70.0.10 (click Add)

Request Replace /req with /squidclamav
Response Replace /res with /squidclamav
Preview Max Length 1048576

6. Once your settings look like the following screenshot, click Finish:

New ICAP Service...

55L Orchestrator »» Services : ICAP Services »»

Services ~ | Policies ~ | Interception Rules

SSL Management -

£+ ~ | Deployment Settings

General Properties

Name ‘ ssloS_|CAP_service
Description |
Strict Update |
ICAP Services
IP Family | |Pv4 only i
ICAP Devices IP Address Port
10.70.0.10 1244
10.70.0.10 1344
Headers Mode Default i
OneConnect
Request icap//S{SERVER_IF}${SERVER_FORTYsquidclamav
Response icap://3{SERVER_|F} ${SERVER_FORT)/squidclamav
Preview Max Length(bytes) 1048578 =)
Service Down Action Ignore i
Send HTTP/.0 Requests to ICAP HTTF/1.0 & HTTP/M1.1 i
ICAP Policy — choose option —

2.2.4 Lab 1.4: L2 Service

Task 1 - Create SSLO L2 Service

A Service is a collection of security devices that will receive decrypted traffic from the SSLO solution. In
this section an L2 Service will be created. An L2 Service could be an IDS/IPS or DLP solution. Some refer

17



to this as a “Bump in the Wire.”
1. Login to the BIG-IP with Firefox
2. Navigate to SSL Orchestrator — Deployment — Deployment Settings and click:

SSL Orchestrator :» Deple

s + Deployment Setting

My Network

@ DNS Clie

@ SSL Orchestrator

Deployment » | Deployment Settings

535L Management Interception Rules

Senvices

Policies

3. On the menu across the top of the main window pane, navigate to Services — L2 Services and click:

ICAP Services HTTP Services

- Search ICAP Services
] | e L |Name ‘ fieace | ¢ L3 Services = Resi
a ssloS ICA . false . TAP Services J{IS{SERVER_IP}:${SERVER_PORT}isq... icap

4. Click Create on the far right:

SSL Orchestrator » Services : L2 Services

2% | De

L2 Inline Services

[]| Strictne.... I Name Service Down Action
No records to display

5. Enter the following values:

18



Property

Value

Name

ssloS_L2 service

Paths — From BIGIP VLAN

ssloN_L2_in.app/ssloN_L2_in

Paths — To BIGIP VLAN

ssloN_L2_out.app/ssloN_L2_out (click Add)

6. Once your settings look like the following screenshot, click Finished:

General Properties

Name
Description
Strict Update

IP Family

Service Subnet

L2 Service
Paths

Service Down Actien

Port Remap

Resources

iRules

2.2.5 Lab 1.5: L3 Service

Task 1 - Create SSLO L3 Service

IPv4 only

The L2-service’s internally assigned IP Addres

out on the VLAN where the L2-service resides.

Ratio From BIGIP VLAN

To BIGIP VLAN

— choose optio -

1 ssloN_L2_in.app/ssloN_L2_inssloN_L2_out.app/ssloM_L2_out -

|gmore i

[—| Enabled

Selected

m

Available

{Common/_sys_AF

A {Common/_sys_AF
/Common/_sys_AF
/Common/_sys_AF
/Common/_sys_AF
/Common/_sys_AF
/Common/_sys_AF
/Common/_sys_su

T S

A Service is a collection of security devices that will receive decrypted traffic from the SSLO solution. In
this section, an L3 Service will be created. An L3 Service would typically be an IDS/IPS, DLP, or Next-Gen

Firewall (NGFW).

1. Login to the BIG-IP with Firefox
2. Navigate to SSL Orchestrator — Deployment — Deployment Settings and click:

19



SSL Orchestrator s Deplc

s ~ Deployment Setting

My Network

@ DNS Clie

& SSL Orchestrator

oo osomeno

S5L Management Interception Rules
Services

Policies

3. On the menu across the top of the main window pane navigate to Services — L3 Services and click:

L2 Inline Services HTTP Services
ICAP Services
L2 Services
] s e L3Services =
a_a ssioS L2 service TAP Services

|

SSL Orchestrator »

~ | Services

2 - | Deployme

L3 Inline Services

NE‘S&::ed |Il:ame To Service Network From Servic... = Service Down Action
5. Enter the following values:
Property Value
Name ssloS_L3_service
To Service VLAN ssloN_L3 in.app/ssloN_L3 in
Node —> IP Address 198.19.64.64 (click Add)
From Service VLAN ssloN_L3 out.app/ssloN_L3_out

Note: For To Service VLAN and From Service VLAN, use the drop-down menu to select the correct
value.

6. Once your settings look like the following screenshot, click Finished:

20



General Properties

I Name =loS_L3_service
Description
IP Family | IPv4 only
Strict Update
Service Definition
Auto Manage
To Service 158.19.84.7/25 Create Mev
VLAN | ssloN_L2_in.app/ssloN_L3_in E Create New...
Node IP Address
198.19.64.684
From Service 198.19.64.245/25 Craste New
VLAN | ssloN_L2 out.app/ssioN_L3 out E Create New... |
Service Down Action I Ignore :
Port Remap "] enables
Resources
iRules Selected Available
Filte ) /Common/
- /Common/
No available items /Common/
/Common/
/Common/
/Common/
- ICommon/
/Common/
R el

[ Cancel ] [ Finished ]

2.2.6 Lab 1.6: TAP Service

Task 1 - Create SSLO TAP Service
A Service is a collection of security devices that will receive decrypted traffic from the SSLO solution. In
this section, a TAP Service will be created. A TAP Service would typically be an IDS/IPS.

1. Login to the BIG-IP with Firefox

2. Navigate to SSL Orchestrator — Deployment — Deployment Settings and click:
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3. On the menu across the top of the main window pane navigate to Services — TAP Services and click:

SSL Orchestrator s» Deple

s +~ Deployment Setting

My Network

@ DNS Clie

@ SSL Orchestrator

Dspioymantsetings
SSL Management Interception Rules
Services
Folicies

L3 Inline Services HTTP Services
i  Search | ICAP Services
L2 Services
] | Strictne. . | Name i —
L3 Services Servic

] ssloS L3 service TAP Services 198.19.1.

4. Click Create on the far right:

5S5L Orchestrator »

2 + | Deployment Se

TAP Services

Search

[]] strictne... | name VLAN Interface
No records to display

5. Enter the following values:
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Property Value

Name ssloS_TAP_service

MAC Address 2c:c2:60:22:4:23

VLAN ssloN_TAP_in.app/ssloN_TAP_in
Interface 1.4

Note: For VLAN, use the drop-down menu to select the correct value.

6. Once your settings look like the following screenshot, click Finished:

General Properties
Name ssloS_TAP_service
Description
Strict Update
TAP Services
P Family [1Pva onty [<]
MAC Address Zocic2B0:22:24:23
VLAN { iCommonissioN_TAP_in.app/ssloN_TAP_in |w| [ Create New... |
Interface 1.4 : |
Service Down Action Ignore i |
Port Remap Enabled
IP Address 198.19.0.10 The TAP-zarvice's internally assigned IP Address, u
out on the VLAN where the TAF-service resides.

2.2.7 Lab 1.7: Outbound Interception Rules

Task 1 - Interception Rules

1. Login to the BIG-IP with Firefox

2. Navigate to SSL Orchestrator — Deployment — Interception Rules and click:

& SSL Orchestrator

Deployment ~  Deployment Settings

SSL Management

3. Click Install Default Rules. . .

Interception Rules

23



Interception Rules
—

Install Default Rules... Create Outbound Rule...  Create Inbound Rule...

Destination Addre... | Service Port Protocol VLAN Partition Policy 8SL

. Under Proxy Settings, configure these options:

Property Value
Proxy Scheme Transparent and Explicit
Proxy Server : Port 10.20.0.150 : 3128
Proxy Settings
IP Family IPv4 v
Proxy Scheme Transparent and Explicit Proxies 3
Proxy Server IPV4 Address : 10.20.0.150| Port : 3128
Classify UDP
Allow non-UDP/non-TCP
. Under Security — SSL, select Create New. This will redirect to a separate page for configuring SSL
settings.
Security
SSL --choose option 4| Create New...
Per Request Policy - choose option w

. Name the configuration ssloT_ob_ss/

General Properties

I Name ssloT_ob_ssl|
Description
Strict Update

Proxy Section

. In the Client section, for Certificate Key Chains, select default.crt and default.key, and then click Add

24



Client

Cipher Type Cipher Group (@) Cipher String
Ciphers DEFAULT
Certificate Key Chains Certificate Key Chain PassPhrase
L{Commnnldefault,crl I/Common/default.key
/Common/default.crt s | /Common/default.key + | None v Add

8. Under CA Certificate Key Chains, select subca.f5demolabs.com.cer and subca.f5demolabs.com.key,
and then click Add.

Certificate Key Chains Certificate Key Chain PassPhrase
/Common/default.crt /Common/default.key
/Common/default.crt 3 | /Common/default key % | None ¥ Add
CA Certificate Key Chains Certificate Key Chain PassPhrase

/Common/subca.f5demolabs.com /Comman/subca.fSdemolabs.com

ICommon/subca.fodemolabs.com 3| /Common/subca.fodemolabs.com % | None Add

“+

9. Inthe Server section, select ca-bundle.crt for Trusted Certificate Authority. Leave all other settings at
the defaults. Click Finished.

Server
Cipher Type Cipher Group @) Cipher String

I Ciphers DEFAULT
Trusted Certificate Authority /Common/ca-bundle.crt :
Expire Certificate Response Control drop %

Untrusted Certificate Response Control | | drop 4

v

OCSP --choose option §

CRL --choose option 3| Create New...

10. The screen should have returned to the original Install Default Rules page. Under the Security section,
from the Per Request Policy drop-down select Create New

25



Security

SSL

ssloT_outbound_ssl 3| Create New...

Per Request Palicy

[ -- choose option v]

Ingress Network

Create New

I VLANs

11. Name the policy ssloP_ob_pol

12.

13.
14.
15.

General Properties

| Selected Availab
—— I—

I Name

ssloP ob_pol

TCP Service Chain

Under TCP Service Chain, add and order the available services to both the Intercept Chain and Non

Intercept Chain:

TCP Service Chain

Non Intercept Chain

Intercept Chain

Selected
Filter

ssloS_ICAP_service
ssloS_HTTP_service
ssloS_L3_service
ssloS_L2_service
ssloS_Tap_service

Selected
Filter

ssloS_ICAP_service
ssloS_HTTP_service
ssloS_L3_service
ssloS_L2_service
ssloS_Tap_service

Available

Available

UDP Service Chain

Service Chain Sequence

Selected
Filter

ssloS_L3_service
ssloS_L2_service
ssloS_Tap_service

Available

Repeat step (12) for UDP Service Chain

Click Finish.

Under Ingress Network — VLANSs, choose /Common/client-net from the Available VLANs and add to

the Selected section.
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Ingress Network

VLANSs Selected
Filter

/Common/client-net «

Create New...

16. Click Finish.

2.2.8 Lab 1.8: Testing

Available

/Common/ssloN_tap_service_out.app/ssloN_tap_service_out
/Common/ssloN_I3_service_out.app/ssloN_I3_service_out
/Common/ssloN_|3_service_in.app/ssloN_I3_service_in
/Common/ssloN_I2_service_out.app/ssloN_|2_service_out
/Common/ssloN_|2_service_in.app/ssloN_|2_service_in
/Common/ssloN_http_service_out.app/ssloN_http_service_out
/Common/ssloN_htto service in.aoo/ssloN htto service in  #

In order to test the configuration, we will open an HTTPS website and observe plain text traffic within the

inspection zone.

Task 1 - Issuing Requests

1. Open a remote desktop (RDP) session to the Windows 7 Outbound Client and log in with the creden-

tials referenced in the lab topology.

2. Open a web browser and navigate to some HTTPS URLs.

3. Observe the resigned certificate. (Pay attention to the Issued By line.)
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Certificate

General | Details I Certification Path

: ﬁ Certificate Information

This certificate is intended for the following purpose(s):
» Ensures the identity of a remote computer

Issued to: www.google.com

Issued by: subca, fSdemolabs.com

Valid from &/ 19/ 2018 to 8/ 16/ 2018

Issuer Statement

t Search

4. SSH into the Layer 3 Security device with the credentials in the topology. Run a fcpdump with the
following parameters:

sudo tcpdump -i eth5.60 -X
Observe the plain text HTTP traffic.
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Uxvu4e: Z2T3T /869 643d 3638 3833 26/3 3d31 26/b /7pld=6883&s=1&u
0x0050: 726c 3d68 7474 7073 2533 4125 3246 2532 rl=https%3A%2F%2
Ox0060: 4666 352e 636T 6d25 3246 2670 6167 6555 Ff5.com%2F&pageU
Ox0070: 726c 3d68 7474 7073 2533 4125 3246 2532 rl=https%3A%2F%2
0x0080: 4666 352e 636T 6d25 3246 2672 6566 3d26 Ff5.com%2F&ref=&
Ox0090: 636F 6f6b 6965 7354 6573 743d 7472 7565 cookiesTest=true
Ox00a0d: 266F 7069 643d 3831 3632 2666 6d74 3déa &opid=8162&Ffmt=j
0x00b0: 7326 7469 6d65 3d31 3533 3139 3032 3736 s&time=153190276
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Ox00d0: 7365 722d 4167 656e 743a 204d 6f7a 696c ser—-Agent:.Mozil
0x00eB: 6c61 2f35 2e30 2028 5769 6ebs 677 7320 1la/5.0.(Windows.
0x00f0: 4eb4 2036 2e31 2920 4170 706c 6557 6562 NT.6.1).AppleWeb
Ox0100: 4b69 742f 3533 372e 3336 2028 4b48 544d Kit/537.36.(KHTM
Ox0110: 4c2c 206c 696b 6520 4765 636b 6f29 2043 L,.like.Gecko).C

2.3 Module 2: Inbound SSLO

In this lab, we will explore the settings required to deploy Inbound SSLO. We will be deploying SSLO in
Transparent Proxy mode. This single rule will provide visibility for all SSL sites behind the SSLO solution.

2.3.1 Lab 2.1: Inbound Interception Rules

Task 1 - Create a new Interception Rule

1. Navigate to SSL Orchestrator — Deployment — Interception Rules

A nanquisny  svans d wa

s
.4 SSL Orchestrator sslo agllity. lab=ot-4

Deployment Settings -4

SSL Management

2. In the top, right hand corner, click Create Inbound Rule. ..
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Edit Default Outbound Rules...

Policy

Create Outbound Rule... Create Inbound Rule...

ssloP_outbound_ssl_prpTcp

asloP outhound ssl nrolldn

Task 2 - Create Wildcard Listener

SSL

ssloT_ob_ssl

In this step we will create a listener to intercept all inbound HTTPS traffic. After the configuration steps, this
will be saved as a wildcard virtual server listening on port 443.

1. Under the General Properties section, configure the following values:

Property Value

Name ssl_inbound_listener
Destination Address/Mask 0.0.0.0/0

Service Port 443

General Properties
I Name

Description

Configuration

Label

Protocol

Source Address
Destination Address/Mask

Service Port

ssl_inbound_listener

Basic

Inbound

TCP =

0.0.0.0/0

0.0.0.0/0

443

r
v

2. Under the Security Policy section, select Create New.

Security Policy
SSL settings

L7 Profile Type

None 5| Create New...

None %
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The configuration GUI will redirect to the SSL settings configuration page.

3. In the General Settings section of the Security Policy, set the name to ssloT_inbound_ssl.

Note: For Inbound configurations the Forward Proxy option should be disabled

General Properties

I Name ssloT_inbound_ssl
Description
Strict Update

Proxy Section

Forward Proxy Enabled

4. Under the Client-side SSL section, choose wildcard.f5demolabs.com.crt and  wild-
card.f5demolabs.com.key from the respective drop-down menus and click Add.

Client-side SSL

Cipher Type Cipher Group (@) Cipher String

Ciphers DEFAULT

Certificate Key Chains Certificate Key

Chain
/Common/wildcard.f5demolabs.com /Common/wildcard.fsdemalabs.com

PassPhrase

/Common/wildcard.fSdemolabs.com 3 | /Common/wildcard.f5demolabs.com 7 | None Add

5. Under the section Server-side SSL, configure the following values:

Property Value
Expire Certificate Response Control ignore
Untrusted Certificate Response Control ignore
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General Properties
Name

Description
Strict Update

Proxy Section
Forward Proxy

Client-side SSL
Cipher Type
Ciphers

Certificate Key Chains

_Snnmhsidn SSL
Cipher Type
I Ciphers

Trusted Certificate Authority
Expire Certificate Response Control
Untrusted Certificate Response Control

OCsP
CRL

5sloT_inbound_ss|

4 —

Enabled —

Cipher Group @ Cipher String

DEFAULT

Certificate Key Chain PassPhrase
G dgard.f5 com /Ci fwil 15 com
1Ci i f com ¥ | /Commonl rd fSdemolabs.com 3 | None E Add
Cipher Group () Cipher String

DEFAULT

{Commonica-bundie.crt v

ignore
ignore ¥

—choose option §

—choose option 5| Create New...

6. Review the settings and click Finished. This will redirect back to the original Inbound Listener config-
uration screen.

Task 3 - Configure VLAN Settings

In this step, we will define which VLAN interface that our listener will accept connections.

Note: Since we are configuring only for inbound traffic, it is important that the wildcard listener only accept
connections on the incoming interface. In this case, the VLAN labeled outbound.

1. In the VLANSs section, choose the /Common/outbound VLAN from the Available List and click the left
arrow to move it into Selected.

VLANs

Selected Available
Filter /Common/ssloN_L3_out.app/ssloN_L3_out
/Common/ssloN_L3_in.app/ssloN_L3_in
/Common/outbound « /Common/ssloN_L2_out.app/ssloN_L2_out
/Common/ssloN_L2_in.app/ssloN_L2_in
» /Commaon/ssloN_HTTP_out.app/ssloN_HTTP_out
/Common/ssloN_HTTP_in.app/ssloN_HTTP_in
z /Common/dip-net y
Create New...

2. Under the Security Policy section, configure these values:
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ind_ssl_accessF

Property Value

L7 Profile Type HTTP

L7 Profile /Common/http

Access Profile /Common/ssloP_outbound_ssl.app/ssloP_outbou
Per Request Policy Create New

Security Policy
SSL settings

L7 Profile Type
L7 Profile
Access Profile

Per Request Policy

Ingress Network
VLANs

ssloT_inbound_ss| %
HTTP 4

{Common/http

Create New...

v C

/Common/ssloP_outbound_ssl.app/ssloP_outbound_ssl_accessProfile §

[ None

None

/{Common/ssloP_inbound_pol.app/ssloP_inbound_pol_prpTcp

4 Edit...

{Common/ssloP_outbound_ssl.app/ssloP_outbound_ssl_prpTcp

/Common/ssloP_outbound_ssl.app/ssloP_outbound_ssl_prpUdp

Create New

3. Once redirected to the New Inbound Rule configuration:

(a) Create a name for the rule

b) Add ICAP, TAP, and L2 services to the Intercept Chain section

(b)
(¢) Repeat step (ii) for the Non Intercept Chain
)

(d) Click Finished

General Properties

I Name ssloP_inbound_pol
TCP Service Chain
Intercept Chain Selected Services
Filter

ssloS_ICAP_service
ssloS_TAP_service
ssloS_L2_service

Selected Services
Filter

Non Intercept Chain

ssloS_ICAP_service
ssloS_TAP_service
ssloS_L2 service

Cancel = Finished

4. Verify the settings under Security Policy.

Available Services

« ssloS_HTTP_service
ssloS_L3_service

Available Services

ssloS_HTTP_service
ssloS_L3_service

AT e s 1

AR Fa ra e



Security Policy

SSL settings ssloT_inbound_ssl 4| Create New...

L7 Profile Type HTTP &

L7 Profile /Common/http 4| Create New...
Access Profile /Common/ssloP_outbound_ssl.app/ssloP_outbound_ssl_accessProfile 4

Per Request Policy /Common/ssloP_inbound_pol.app/ssloP_inbound_pol_prpTop Edit...

5. Click Finish

2.3.2 Lab 2.2: Testing

1. Open up a RDP session to the Inbound Win7 Client and log using the documented credentials.
2. Launch Firefox and expand the Inbound Testing* Bookmarks
3. Use SSH or the console to the Layer 2 Security device and log in using the documented credentials.

Mew Tab

B Inbound Testing

Links P Inbound Testing P

4. Choose one of the Test websites and open the page.
5. Run a tepdump with the following parameters:
sudo tcpdump -i eth5.60 -X

Refresh the web page in the browser and observe the plain text HTTP traffic in the Layer 2 Security
device console.
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2.4 Module 3: Service Policies
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In this lab, we will review and modify the Service Policies that are created by the Inbound and Outbound
SSLO templates. Service Polices provide the classification to provide Dynamic Service chaining.

2.4.1 Lab 3.1: Reviewing the Policies

Task 1 - View the Per-Request Policies

1. Login to the BIG-IP with Firefox

2. Navigate to SSL Orchestrator — Policies — Access Per-Request Policies

SSL Orchestrator »» Policies : Access Per-Request Policies

Deployment Seftings 851 Management = Services ~  Policies - | Interception Rules

5~

Per-Request Policies
.

Search
Mame Faolicy Type Fer-Reguest Policy
ssloP_outhound ssl per-ro-policy Show Al
ssloP_inbaund per-ri-policy Show All
ssloP_inbound pol pet-ri-policy gsloP inbound pol ptpTep

3. Click the plus sign next to Show all for the ssloP_outbound_ssl row

4. Select the ssloP_outbound_ssl_prpTcp Per-Request policy

SSL Orchestrator »» Policies : Access Per-Request Policies

Deployment Seftings | S5L Management ~ | Services ~ Puolicies ~ | Interception Rules

£

Per-Request Policies

Search
MName Policy Type Per-Request Policy
ssloP_outbound ssl perrog-policy (=) Hide All
s35loF_outhound ssl praTep
ssl0P outbound ssl prpUdp
s5l0P_inbound per-ro-palicy Show All
ssl0P_inbound pol per-rg-policy gsloP inbound pol praTep
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5. Review the general flow from categorization through Intercept policy to Service Chain

§SL Orchestrator » Policies : Access Per-Request Policies

| k)

SSL-Orchestrator Policy: fCommon/ssloP_outbound_ssl.app/ssloP_outbound_ssl_prpTcp  [edeendrgs| endings: rReject, aiow et

fallback Out
LS +<< Categorization 'fu +—

SSL Intercept Policy.

Add New Macro

=5 Macro: Categorization  rermina: cut [defaurg

Macro: IP Policy  (rerminais: rassed defaut), Faileey

Intercepted out

%+~»—‘ Service Chan Intercepted '*u +*»—} Alow
%

M+~»—‘ Service Chain Mot Interce; E’%+~»—; Al

*Macro: Proxy Chaining(Connect)  rerminals: out [defauty)

*Macro: Proxy Chaining(URI Rewrite)  (rerminals: out [defauit)

% Macro: SSL Intercept Policy  trerminak: intercepted [defautt, Mot Irtercepted)

=3 Macro: Service Chain Intercepted  rerminas: cut toefaury

=% [# Macro: Service Chain Not Intercepted  rerminak;: out [defauit

uee counti 1 [
Use Count: 0
Use Count: 0
Use Count: 0

Usa Counti 1 [

Use Counti 1 []

6. Expand the Macro: Categorization macro by clicking on Categorization in the boxed area or the plus
symbol in the macro section.

SSL Orchestrator » Policies : Access Per-Request Policies

k)

SSL-Orchestrator Policy: /Common/ssloP_outbound_ssl.app/ssloP_outbound _ssl prpTep  [edtEndngs| tendngs: reect allow [defautl)

falback +~< Cateqerization '—D“‘ .

SSL Intercept Policy.

Add New Macro

% Macro: Categorization rerminais: out [defaui)

Macro: IP Policy  (rerminais: Fassed [defauty, Failed)

Intercepted out
%+~»—‘ Service Chain Intercepted '—u +~»—} Allcy

Mot Intercepted = out ﬁ
[t ETEERRe s | Service Chain Not Intercey 5’7\4+4’ Al

*Macro: Proxy Chaining(Connect)  erminais: out [defaut)

*Macro: Proxy Chaining(URI Rewrite) (rerminais: out defauny

k3 Macro: SSL Intercept Policy  trerminak: interceptos [defaut), mot rtercepted)

% [# Macro: Service Chain Intercepted (rerminals: out [defaulty

4 Macro: Service Chain Not Intercepted  trerminak: out [defautyy

7. Explore the SSL Check advanced Action Properties

) IE' Macro: Categorization |Macro Settings/Rename| |EditTerminaIs| (Terminals: Qut [default])

. fallback s

S5l Check

fallback |

L7 Protocol Lookup

551 Found :" fallback
oo Toune Category Looku[:g—| S b

Qut
>4
HTTP C t fallback
RALRISEC LU Category Lookup CLLCEL S out
fallback
LG out

Uss Counti 1 ]
Use Count: 0
Use Count: 0
Use Caunt: 0

Uss Counti 1 [
usacounti 1 []
|

Usa Counti 1 [
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SEL Check

fallback

+—

“7 5L Fourd
_ ==t Fauel Categary |

L7 Protocol

CIP POIlcy (Terminals: Passed [default],

o: Proxy Chaining{Connect)

o: Proxy Chaining{URI Rewr

‘0: SSL Intercept Policy |wac

Category Branching

] Sites with Pinned Certi

Finance and Healthcar

fallback
+ =

‘0: Service Chain Intercepte

‘0: Service Chain Not Intercs

Add Branch Rule

Insert Befare:

Expression: S5L g
Mame. fElback

| Simple || Advanced |

expr { [mcget {perflow.ssl_check.ssl_found}] == 1}

Cancel

Finished

Help

Cancel Save

Help

8. Expand the SSL Intercept Policy macro. Notice that the Not Intercepted and Intercepted terminal

endings differ based on the category and setting interception.
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SSL Orchestrator » Policies : Access Per-Request Policies

f5

SSL-Orchestrator Policy: /Common/ssloP_outbound_ssl.app/ssloP_outbound_ssl_prpTcp (Endings: Reject, Allow [dafault])

fallback Qut. Inte ted Qut.
Start LS +ﬂ Categorization '7“ + =] &+—»—“ Service Chain Intercepted ”—u+—»—) Allow |

3L Intercept Folicy
[ Mot Inter ted Qutk
ALSLELELC:LoN +—»+|Serwce Chain Mot Intercey ted”—u +—»—)¢ Allr |

Add New Macro

=h Macro: Categorization  crerminals: out [defauitg)

Macro: IP Pollcy (Terminals: Passed [default], Failed)

*Macro: Proxy Chaining(Connect)  erminak: out [default])

*Macro: Proxy Chaining(URI Rewrite) rermials: out [defun)

= E Macro: SSL Intercept PO“CV |Macr0 Settings /‘Rename‘ |Edit Terminals| (Terminals: Intercepted [default], Mot Intercepted)

fallback Sites with Pinned Certificats * fallhack
+7 ff5s Wh Pnner Serifcats 4 S5L Bypass Set hia S Mot Intercepted
_|F d Health  —— "]f lIback
Category Branching ace N Mesea® SSL Bypass Set e Mot Intercepted

| ———— 2]
5L Intercept Set |Fo—o +—»>—} Intercepted

fallback |

9. Explore the Category Branching Action Property

SSL Orchestrator » Policies : Access Per-Request Policies

f5

SSL-Orchestrator Policy: /Common/ssloP_outbound_ssl.app/ssloP_outbound_ssl_prpTcp  |edtendrgs| Endings: Reject, Allow [defautd)

fallback Out Intes ted Out
Start Ll +~( Categorization '7u + - $+ﬂh—” Service Chain Intercepted |H+4

SSL Intercept Policy
~|| Mot Intercepted out
w+4»—” Service Chain Mot Intercepted |H+4 Allow

Addd MNews Macro

= Macro: Categorization (rerminais: ou

Properties || Branch Rules

MaCI‘O: IP PO“Cy (Terminals: Fassed [default],
*Macro: Proxy Chaining{Connect)

Insert Before: \ 1: Sites with Pinned Certificates ¥ \

Name: [ites with Prned Certfcates |
*Macro: PFOX\/ Chaining(URI Rewr  Expression: Category is -CLstom- Pinners — change

2 oE
% [=] Macro: SSL Intercept Policy |ms| ;

EExpresmon: Category is Financial Data and Services
{ OR Category s Health and Medicine  change

. fallback - Sites with Pinned Certl |[gjama: Sihat

Finance and Healthcars

(=1 (<

Category Branching

fallback |

= Macro: Service Chain Intercepte

= Macro: Service Chain Not Interce

10. Expand the macros Service Chain Intercepted and Service Chain Not Intercepted
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S5L Orchestrator » Policies : Access Per-Request Policies

f5

SSL-Orchestrator Policy: /Common/ssloP_outbound_ssl.app/ssloP_outbound_ssl_prpTcp (Erdings: Reject, Allow [default]y

fallback Qut Inte ted out
Start o +ﬂ Cateqgorization '7u +—3 &+—»—” Service Chain Intercepted ”—u+—§ Allow
S5L Intercept Folicy:
|| Mat Inte ted out
ﬂ+—»—” Service Chain Mot Intercepted ”—u+—» Allow

Add New Macro

= Macro: Categorization (rerminals: out [defautt)y
Macro: IP Policy  rerminals: Passed [defaul, Failed)
*Macro: Proxy Chaining(Connect)  erminals: out ety
*Macro: Proxy Chaining(URI Rewrite)  erminat: out (cefauit)

[il IVIaCI’OZ SSL Intercept PO"CV (Terminals: Intercepted [default], Not Intercepted)

= E Macro: Service Chain Intercepted |MacroSetﬁngszename‘ |EditTerminaIs‘ (Terminals: Out [default]y

fallback ] fallback %] fallback fallback fallback
+ ICAP service [——n +—>@i+—»{u service ]ﬂ+—»{|_2 service ]i+—»—@

=% E Macro: Service Chain Not Intercepted ‘Macro 5ett|ngszename| ‘Ed\tTerm\maIs| (Terminals: Out [default]y

fallbark * fallhark % fallhack * fallbark * falbarck * falback

11. Explore the Action Properties in the Service Chains and notice the Connector Profiles
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In Hifa”baCk *~{ ICAP serwbe 'La”t

[Rgfa!back. *~{ ICAP service 'La”t

Add Mew Macro

¢, [#] Macro: Categoriza
Macro: IP Policy
*Macro: Proxy Chai
*Macro: Proxy Chali
¢ [#] Macro: SSL Interq
t, [=] Macro: Service Ch

¢ [=] Macro: Service Ch

[Propert’es 1 fBranch Rules]

Mame: |ICAP_service

Service Connect

‘ Connector Profile

‘/Common,‘ssloS_ICAP_service.app,’ssIoS_ICAP_service—t—connector v

. >

Task 2 - Modify the Intercept Policy

- fallback
In +—

% [=] Macro: SSL Intercept Policy

Categary Branching

1. Expand the macro SSL Intercept Policy and click the Intercepted terminal ending

Macro Settings / Rename Edit Terminals | (Terminals: Intercepted [default], Mot Intercepted)

Sits with Pinned Certificate :"]fnb k
LES N TInee LTS SEL Bypass Set CLE S Mot Intercepted

Finance and Healthcare +

fallback
+—»

M o ] fallbhack

S5L Bypass Set ’7‘3 #X 4 -} Mot Intercepted
M fallbhack

SSL Intercept Set +— Intercepted

2. Select the Not Intercepted radio button, then Save
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P lim LU T L5010

oy

pl:

Select Terminal:
e Intercepted O
Mot Intercepted O

Cancel Save

Help

Note: Notice that now all traffic is bypassed and therefore not decrypted

. falback = [ ]
In +—

Sites with Pinned Cartificats :"]fub k
e e v~ S5L Bypass Set T Mot Intercepted

Category Branching

Fi d Health M o 7 falback
D R +» S5L Bypass Set '—a #X 4} NotIntercepted

fallback [ falback
LS SR S5l Intercent Set iia &X +——} Not Intercepted

3. Repeat the test from Lab 1.8 and notice that traffic is not decrypted. Notice that this had the impact of
all traffic bypassing inspection zone.

4. Undo the change by setting the terminal ending back to Intercepted and repeat test.
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Task 3 - Modify Service Chain

1. Expand the macro named Service Chain Not Intercepted and remove the HTTP Service node by
selecting the X in the corner. The X will turn red when you hover over it.

+ IE] Macro: Service Chain Not Intercepted Macro Setings / Rename | Edit Termingls | (Terminals: Out [default])

® * * ® ®
F fallback +*{ ICAP service '_fallback +—))—| TAP service '_fa\lback +—))—| HT TP service ’—fallback +—))—| L3 service '—fa”back +—))—| L2 service '_fallback +—)

2. Click the Delete button in the ltem delete confirmation dialogue box

Cmeme g

W
Item deletion confirmation
o Do yol really want to delete action 'HTTR_service'
B ® Connect previous node o | Falback ¥ |branch
o

Delete all branches

Cancel | | Delete Help

3. View your results

+, [=] Macro: Service Chain Not Intercepted |macro ettings /Rename| |Edit Terminals|  (Terminals: out [default])

> > > o
F fallback +~{ ICAP service 'L"baCk +—-»—{ TAP service 'L"baCk +—-»—{ L3 service 'L"baCk +—-»-{ L2 service 'LHbaCk +—-.

4. Add the HTTP Service node back by selecting the plus key between TAP and L3 services

%, [=] Macro: Service Chain Not Intercepted [macro settings /Rename | [Edit Terminals|  (rerminals: out [default])

fallback * fallback % fallback * fallback “ fallback

5. Select the Traffic Management tab, then the Service Connect item and click Add ltem
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|Begm fyning fo search

(@Gnment‘l ['mpoint Security (Server—Side)] (Classiﬁcaijon‘l |'Genera| Purpose ] I'Trafﬁc Managemenﬂ |'SSLO Macros]

Proxy Select Prosey Select
. Service Connect Service Connect
Session Check Session Check

Cancel Add Item

Help

6. Change the Name to HTTP Service, choose the HTTP Service item from the Connector Profile drop
down menu named /Common/ssloS_HTTP_server.app/ssloS_HTTP_service-t-connector and then

click Save at the bottom

43




P T O e T £ e L

L

fProperties* ] [Branch Ruleﬂ

Mame: |H'I‘I'P Sarvice

Service Connect

Connector Profile

Mone

fCommonjfconnector

fCommon/ssloS_ICAP _service. app/ssloS_ICAP_service-t-connector
fCommony/ssloS_TAP_service app/ssloS_TAP_service-U-connector
fCommonjssioS_TAP
fCommo _HTTF _HTTP_: Lolggl=Te
fCommon/ssloS_L3_service . app/ssioS_L3_service-t-connector
fCommon/ssloS_L3_service,app/fssios_L3_service-U-connector
fCommony/ssloS_L2_service.app/fssioS_|L2_service-U-connector
| ACommon/ssloS_L2_service.app/ssioS_L2_service-t-connector

Cancel Cata in tab has been changed, please don't forget to save
| | ged, p d

fCommanysslosS_HTTP_service app/sslosS_HTTP_service-t-connector v

| Help |
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